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Being a common, mostly unpredictable, highly personalized 
manifestation, chronic pain is thought to be one of the most 
promising conditions in which the use of digital health 
technologies may boost patient’s engagement and coping. 
In fact, pain treatment, besides pharmacotherapy, involves 
non-pharmacotherapeutic management, which may include 
physical and psychological interventions. Self-monitoring, 
real-time assessment, timely feedback, treatment options 
information, social and community support, and connection 
with a multidisciplinary care team are among the features 
that can mostly help chronic pain sufferers to enhance 
disease and comorbidities management and, ultimately, 
improve their quality of life (1). 

However, more evidence is still needed to understand 
how these technologies should be best designed and 
implemented to tackle chronic pain.

In their paper “Correlation of digital health use and 
chronic pain coping strategies”, Ranney and colleagues (2)  
explored the use of digital health technologies among 
patients with chronic pain participating in “Patients Like 
Me”, an online initiative devoted to promote connection 
and experience sharing between patients with chronic 
conditions. Administering a cross-sectional survey to 
almost 600 patients, they showed that chronic pain patients 
commonly use digital health technologies and that the 
use allows an improvement on coping mechanisms (2). In 
particular, the authors concluded that, even though online 
resources are the most addressed, there is an increasing 

trend towards the adoption of social and mHealth 
personalized technologies (apps and social media) that are 
used by 1/3 of the survey participants.

Their results further support the perceived beneficiary 
effect of personal health technologies for the self-
management of chronic conditions (3), that, together 
with the disrupting increase of mobile connections (that 
has now passed the number of individuals in several 
Countries, including Europe and US) depicts a positive 
scenario fostering a paradigm change in chronic pain care. 
Personalized interventions, more tailored to individual 
needs, implementing a holistic approach in a bio-
psychological framework can be developed allowing better 
access to care and ensuring comprehensive treatment plans 
for the majority of the population. Inclusion of the majority 
of the population is indeed one of the most compelling 
advantages brought by mobile technologies (4), and recent 
reports (http://www.slideshare.net/wearesocialsg/digital-
in-2016) show that the “technology gap” among generations 
and gender is rapidly decreasing. 

Despite these appealing considerations, there are caveats 
to be taken into account, especially when patients rely on 
the use of mHealth apps (5-8): security and privacy issues, 
quality of the contents, communications with healthcare 
professionals and data exchange with electronic health 
records are the most critical in the present scenario.

mHealth data regulation is still under definition since 
the technologies available on the market are outside 
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the classical healthcare institutional boundaries, and are 
not covered by the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) that regulates only 
“covered entities” (9). Individuals using mHealth apps may 
therefore have a limited understanding on the extent to 
which the data they use, save, and share in such applications 
are protected by law. Also, the level of security standards 
adopted by the organizations promoting mHealth apps 
may not be disclosed, and patients may be not aware of the 
cybersecurity threats they may face. Finally, it is not clear 
the potential secondary use of the huge amount of health 
data collected by mHealth apps and devices: who is the 
owner of those data? Are they anonymously stored? Are 
they aggregated or individual? All these questions are still 
unanswered and represent one important drawback for a 
full adoption of personal mHealth technologies to support 
all chronic conditions, and not only pain.

A second point regards the quality of the apps proposed 
to the patient/consumer from the well-known app stores. 
A review conducted in 2014 underlined the lack of 
correspondence between the solutions for pain management 
described in the scientific literature and those available 
in the app stores (6). Of the 47 papers published on 34 
apps in scientific databases, none was available in the app 
stores, and of the 283 pain-related apps found in the five 
stores searched, none was published in a scientific journal. 
The split between scientific evidence and commercially-
available products has been confirmed in a recent review 
on smartphone applications for pain management (1): the 
authors downloaded and tested 195 apps, and proposed 
a checklist for quality assessment. They found that, even 
though chronic pain requires an holistic and evidence-
based approach including bio-psychosocial components 
(e.g., cognitive behavioral therapies, CBT), few of the 
apps evaluated included proper source references, used 
standardized clinical scales, or recognized interventions, 
and that only one can be considered as appropriate for 
pain management. Additional apps for pain management 
reported in literature are listed in Table 1. All these findings 
pose serious concerns about the possible harmfulness of 
mHealth apps available for download, often for free, on 
major app stores, and suggest that research institutions are 
non-connected with the developers marketing the Apps. 
There is not a shared framework for app evaluation, and, 
while researchers are aware of the possible risks posed 
by apps developed with little or no scientific evidence, 
patients may either not understand the possible harms or 
not know where to find trustful suggestions. Unfortunately, 

the problem of app quality is still a challenge for eHealth 
research: some solutions have been proposed, ranging from 
HON-code like codes of conducts (19), to auto-certification 
synopsis for developers (20), to pictorial schemas highlighting 
risks and benefits from multiple viewpoints (21,22). 

Finally, the lack of communication between the patients 
and the care team, as well as the low inclusion of patient-
generated data to electronic health records (EHRs) may 
limit the efficacy of the intervention (7,10,23). At present, 
despite the general agreement on the need of including 
mHealth app in the “healthIT ecosystem” thus allowing 
the patient to be an active part of her/his care process, 
patient-generated data using mHealth apps remain outside 
the sets of trustful information that are included in health 
information systems and EHRs (24). Standards-based 
architectures were proposed to implement the bi-directional 
communication between mHealth apps and EHRs (7,23) 
ensuring a meaningful and secure data exchange, a proper 
technological and semantic interoperability, patient’s 
education, and evidence-based practice. Even though these 
architectures are still to be validated in everyday practice, 
they provide a guideline to design effective systems for 
chronic pain patients (Figure 1), able to overcome the major 
present limitations.

The integrated system depicted in Figure 1 is composed 
of two main modules, one dedicated to healthcare 
professionals and the other one dedicated to patients 
(mHealth app running on different personal devices) that 
implement a decision-support system (DSS) providing 
tailored suggestions and alerts, supporting self-monitoring, 
disease control, and decision-making. In this proposed 
architecture, the DSS is semi-automatic: suggestions are 
meant to be validated by healthcare professionals before 
being delivered to the patients, in order to avoid potential 
risks and to design an optimal personalized lifestyle/
therapeutic plan. In this way, the architecture allows 
decreasing the risks of erroneous/unwanted suggestions 
thus ensuring better control of the suggested care pathway. 
The DSS inputs should come from both the mHealth app, 
as monitoring data, relevant behavioral and environmental 
data, etc., and from the patient’s EHR, where the 
clinical assessments are stored, in order to depict a more 
comprehensive assessment of the patient’s status. Hence, 
the DSS reasoning is based on both patient-generated 
measures (mediated by the mHealth app) and clinical 
measures (available on the EHR). The communication 
interface between the EHR and the mHealth app should 
be implemented using standard structured documents such 
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as the modified personal healthcare monitoring (PHMR) 
template used in (23). In this way, the mHealth app and 
the EHR are fully independent and the same app could 
dialogue with different EHR systems, and does not require 
the development of an ad-hoc EHR. 

The only constraint is that the healthcare professional 
platform should also contain the DSS engine, so that 
the mHealth solution should act only as a tool for data 
collection, suggestions/alerts notification, and patient’s 
education. The EHR system should also be responsible 

of data storing and management, and, to ensure data 
protection, should allow the sharing of only de-identified 
data. No relevant or personal data should be stored on 
the mHealth app, which is considered as a non-secure 
environment. On the patient’s side, the mHealth app allows 
patient’s monitoring through ad-hoc questionnaires, clinical 
scales, diaries, as well as proactive support for patient’s 
therapy, communication with the care team, education, 
and social interaction. The same solution could be used to 
administer CBTs. The mHealth app may take advantage of 

Table 1 App for pain management described in the literature

References App name Intervention type/domain Pain problem
Targeted 
population

Results

(10,11) VERICODE (available 
on app stores iOS 
and Android)

Assessment and 
monitoring of pain 
status, communication 
with providers

Cancer and 
non-cancer 
related chronic 
pain

Adults Measurements obtained with the 
app were valid and reliable. Good 
usability and acceptability

(12) BANDCIZER 
(available on app 
stores iOS and 
Android)

Exercise-integrated 
system for recording 
exercise dosage

Patellofemoral 
pain

Adolescents 
(15–19 years)

System feasible for adolescents, 
able to capture the time under 
tension (TUT), the exercises, and 
the pain intensity

(13) FIBROLINE Cognitive behavioural 
treatment (CBT)

Fibromyalgia Young adults 
(13–24 years)

The app is error-free, easy-to-use, 
and acceptable

(14) SMART (tested for 
iPhone and iPad)

Monitoring and 
assessment through 
visual analogue scales 
(VAS)

Sickle cell 
disease

Adults 
(median age 
29 years)

Correlation between paper-
based and app based recordings. 
SMART is usable and feasible for 
monitoring pain

(15) FITBACK Monitoring, assessment, 
action suggestions 
when pain strikes, and 
education

Non-specific 
low-back pain

Adults Randomized Controlled Trial 
compared to internet-based 
intervention through email 
alerts and to control group (no 
intervention). FitBack better than 
controls and alternative intervention 
in pain tracking

(16) ePAL Multidimensional mobile 
app for pain self-
management, ePAL

Cancer Adults Experimental protocol described. 
Results not collected yet

(17) iCanCope with Pain 
(not yet developed, 
needs analysis)

Needs assessment for 
the iCanCope with Pain 
framework 

Chronic pain Adolescents Functions arising from the need 
analysis: symptom; self-monitoring; 
personalized goal setting; pain 
coping skills training; peer-based 
social support; and chronic pain 
education

(18) PAINOMETER App for healthcare 
professionals, 
implements pain scales 
implemented

Pain Adults Good usability and acceptability
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existing systems/applications aimed to collect relevant data 
that can be integrated to obtain the various inputs that the 
DSS would require. In addition, existing devices could be 
used to collect data related to environmental information, 
through sensors (e.g., noise).

In conclusion, the promising scenario for personalized, 
patient-centered, and holistic pain management boosted 
by the widespread use of health digital technologies 
still requires efforts in terms of security, quality, and 
interoperability, to be fully exploited. Even though further 
research is needed, standards-based architectures relying on 
a tight interaction between healthcare teams and patients 
may be the way to overcome the present limitations.
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