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Introduction

Database set-up directly impacts the quality and viability of 
research data, and therefore is a crucial part of the quality 
of clinical research. Setting up a quality database implies 
following a strict data-management process (1). This 

process should be described in a data-management plan, 
“a to-do list that details how one plans to collect, clean, 
store and share the products of their research” (2,3). Data-
management had been the subject of continued interest 
and development for over three decades (Figure 1), largely 
before the emergence of the concept of Big Data and the 
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data management issues associated with it (4). Whatever the 
size of the database, data-management is based on the same 
main rules and concepts. This paper aims to provide the 
basics of database set-up, with a particular focus on the case 
report form (CRF). We will discuss data collection, database 
conception, building, computerization and data validation, 
as well as regulatory aspects.

The query was conducted using PubMed® (builder = “data 
management” in “All fields”, 09 August 2018).

Data collection

Which data should be collected? (5-7)

This question of great importance is about the relevance 
of the collected data with regard to the objectives of 
the study. Too much (collected) information threatens 
the quality of the information required to achieve the 
objectives of the study. Therefore, the data that will be 
collected and managed have to be cautiously discussed and 
selected (see also “Evolution of the legal consideration in 
Europe” below). The golden rule “one scientific question, 
one objective, one study” also applies when the data are 
selected for the study, keeping in mind that the usefulness 
of all the collected pieces of data is unequal. The retained 
data will provide different information related to specific 
roles and functions. The function of the data should be 
clarified and be in line with the objective of the research: 
data which will be used to assess the respect of the protocol, 
those for safety and quality purposes, those to give the 
main general characteristics of the study sample, those to 

analyze to address the objectives. Indirect identification by 
the data management should be maintained for validation, 
correction, for patient and medical records queries (even the 
recorded data must be anonymized). The actual collected 
data will be used to define: 

(I) The outcomes (primary and secondary);
(II) The eligibility criteria;
(III) The matching/stratification criteria;
(IV) The relevant groups of patients (allocated treatment, 

case vs. controls, exposed vs. unexposed…);
(V) The known and potential confounding factors;
(VI) The fac tor  potent ia l ly  involved  in  e f fec t 

modification or mediation;
(VII) The general characteristics of the study sample.

How should the data be collected? The case report form

Case report forms are the tools the most frequently used to 
collect the data specified by the protocol. An informative 
and well-structured document simplifies database design 
and data validation. The CRF should be designed in 
accordance with the following rules:

(I) Use a multidisciplinary approach to designing 
and developing the CRF: the project leader, the 
methodologist(s), the clinical and safety personnel, 
and the data  manager(s )  provide valuable 
perspectives to help optimize the CRF;

(II) Design the CRF with safety and efficacy endpoints 
in mind. In order to do this, consult the study, and 
review the statistical analysis plan (if available) to 

Figure 1 Annual number of publications indexed in Medline® and associated with the “Data Management”.
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ensure that all key endpoints are collected;
(III) Design the CRF to follow the data flow from 

the perspective of the person in charge of the 
completion, and take into account the flow of study 
procedures. Data that are logically related should 
be grouped together in CRF sections. Use the time 
schedule of enrolment, interventions and visits to 
structure the document;

(IV) Keep the CRF questions, prompts, and instructions 
as clear and concise as possible.

Database conception: structure and organization 
of the data

Sequential or thematic structuring?

Two major organizations/strategies can be implemented. 
The sequential organization structures data in chronological 
blocks (i.e., regularly/periodically collected blocks of data), 
such as daily body temperature or dosage antibodies. The 
thematic organization is adapted when one data statement 
is necessary like medical history. The type of organization 
must be linked with the variable definition. 

Which information should be entered?

To avoid the loss of information, crude data will be relevant. 
For example, if we want to collect body mass index, we must 
ensure that crude data such as size and weight are entered. 
The body mass index will be calculated automatically in 
a post-processing phase. If necessary, information about 
weight will be available and can be used for another 
description or calculation.

Which type of information?

As much as possible, the data collection should be based 
on closed-ended questions. In this case, the doctor/Data 
Entry Clerk chooses among a fixed set of choices. Some 
data may also be collected with open-ended questions and 
free-form text. For example, it can be allowed to specify 
additional information when a category “other” is present. 
This strategy prevents the loss of data without building an 
overly long list of choices, some of which will occur only 
rarely over the course of the study. The heterogeneity of 
such written information requires specific processing to 
homogenize the information. It is therefore recommended 
to use open-ended questions sparingly.

Importance of data standards 

The unit of measure and the rounding value of each variable 
must be specified. The international system of units should 
be preferred. Thus, the data survey will be homogeneous 
making analysis possible. 

Coding guide

The organization/arrangement of data is a precondition/
prerequisite to computerize the data base. It’s recommended 
to synthesize in a document the name and the definition of 
the collected data, with its unit of measure and rounding 
value. This document allows the data-manager to faithfully 
build the data base. 

Database building: data computerization

How should the database be structured?

The final structure of the database should be constituted as 
follows:

(I) If there is only one measure of the main outcome 
per subject one record per subject in the database is 
appropriate;

(II) If there are repeated measures, then the database 
should contain one record per measure for the 
subject.

Each subject needs to be identified with a unique ID. 
If there are several records per subject, they should be 
identified with a unique record ID.

Each variable must be presented in a distinct column 
with unique and synthetic brief but clear name.

How must variables be coded? (8)

Database specifications should at least provide the following 
information for each variable:

(I) Name and label (questions asked on the CRF);
(II) CRF section, forms, or other logical group to 

which the data belongs;
(III) Type (e.g., numeric, text, date, time);
(IV) Length (including number of characters before and 

after the decimal point, when applicable);
(V) Definitions for all coded values included in code 

lists;
(VI) Algorithms for derived or calculated variables;
(VII) Dependent relationship.
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The CRF should be annotated to map the sections, visits, 
forms and collected items to their corresponding database 
tables and variable item names.

Data validation

How to increase data quality?

The quality of the results is directly related to the quality 
of the collected data. The CRF should then be completed 
as fully and accurately as possible. This section proposes a 
focus on three key points: the CRF completion guidelines, 
the Edit Checks process and the Data clarification process.

CRF completion guidelines (8)
CRF completion guidelines will help to ensure that all 
required fields will be completed, and that the data provided 
within these forms are in compliance with the study 
protocol. The guidelines should not provide guidance or 
suggestions that could be considered leading the user. In 
order to standardize the data collection, the CRF guidelines 
should be developed in accordance with the following rules:

(I) Provide any instructions on mandatory/optional 
fields, and clearly define acceptable notations if a 
data item is unavailable or unknown; 

(II) Provide any special instructions for completing 
missing values, clearly reporting: 
 any visit that a subject failed to make;
 any clinical biological test that was missed, 

examinations that were not performed;
 all withdrawals and dropouts of enrolled 

subjects from the trial.
(III) Provide instructions for recording Adverse Events 

and Serious Adverse Events (e.g., record diagnosis 
instead of symptoms whenever possible).

Edit checks process
The edit checks process allows to automate data reviewing 
in order to reduce potential data errors and inconsistencies 
in accordance with the study requirements. It improves the 
quality of the data and reduces the data reviewing and data-
cleaning activities.

Edit checks generate warnings related to missing, out of 
range, unexpected, incompatible data. They may also point 
to discrepancies with other data or study parameters.

Edit checks are mainly focused on data related to 
eligibility criteria to avoid protocol violations, on data 
related to endpoints, and on safety data. This process is 

directly derived from the study protocol, the CRF and the 
database documentation. The edit checks process should be 
performed directly during the data entry process (to draw 
attention before saving the data) or should be performed in 
post-processing and then will generate queries. 

Data clarification process
The process allows to describe how queries will be 
generated, transferred to the clinical site, tracked and 
reviewed.

Software application

Various open source or business software applications 
provide all functionalities to set up a clinical data base 
and CRF (web-based data entry, edit check programming, 
queries management and data clinical trials management 
system). The choice between open source or commercial 
solutions often depends on time, budgetary considerations, 
and human resources and skills. These solutions generally 
meet regulatory requirements on data hosting, data 
transfer and data control access to ensure data security 
and confidentiality. Simple data file or even “home-made” 
solution should not be used without keeping in mind that 
these requirements have to be respected to the letter. 

Legal evolution in Europe: the General Data 
Protection Regulation (GDPR) 

The aim of the GDPR (European regulation effective  
May 25, 2018) is to standardize and strengthen the 
protection of personal data across the EU and for other 
country’s data being “processed” within the EU (9). Under 
the new regulation, each structure (industrial or institutional 
research) processing of the personal data of subjects residing 
in the Union must comply. Personal data are defined by 
information that allows or could allow identifying the 
person. It is important to distinguish identifiable data (even 
if it is key coded) from completely anonymous rendered 
data, as the GDPR applies only to the first. Personal data 
may contain any information relating to a person (private, 
professional or public life including health) (10). GDPR 
applies to treatment of data by a third party (a person or 
legal entity).

The GDPR aims: (I) to increase the rights of patients to 
be better informed about how their data I used and (III) to 
set out clearer responsibilities and obligations on healthcare 
professionals using such data. Transparency, security, and 
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accountability of Data Controllers are determinant. In the 
GDPR, Data Controllers are defined as any person or 
entity which collect or process personal data. Structures 
involved in research must identify: (I) the data that is being 
processed, (II) where it is transferred to, (III) who processes 
the data, (IV) what it used for, (V) any risks and processes, 
and (VI) must ensure all people are trained.

The conditions for consent have been also consolidated: 
consent must be given in a clear, intelligible, and easily 
accessible form, using clear and plain language with the 
purpose of the research attached to that consent. Patients 
should be informed on how to withdraw consent. And 
finally a Data Controller has to be able to demonstrate that 
a person has given consent.

This GDPR does not only cover patients participating 
in clinical trials, but also any individual involved in medical 
and health research. The sponsor of the research has 
obligation to make sure that rules are in place, known and 
followed by all. Data impact assessments will be crucial, for 
both electronic and hard copy data. It should cover what 
the data will be used for, how it will be managed, and which 
actions will be needed. The Data Protection Officer has been 
also defined by the GDPR: he is responsible for overseeing 
data protection strategy and implementation to ensure 
compliance with GDPR requirements. 

Patient’s rights and the existing exemptions to these 
rights are also well-defined in the context of research (9). 
Patient’s rights cover different main points such as:

(I) Access own personal data; 
(II) Rectification or erasure of data; 
(III) Being forgotten; 

(IV) Rights in case of security breach;
(V) Lodging a complaint and right to compensation; 
(VI) Be informed.
European law aware of the complexity of a scientific 

research project admits some exceptions to these principles. 
Derogation may be granted to the principle of information and 
deletion of data if this compromises the research, for example: 
when providing the information is a “disproportionate effort” 
(time or cost) or can be a problem in a blind trial.

The GDPR sets clear principles that apply to all use of 
personal health data and to all Data Controllers (article 5). 
Seven principles were extensively presented in a guide for 
patients and patient’s organization (Table 1) (11).

Conclusions

The Data collection, the design of the case report form, the 
database conception, the structure and organization of the 
data and the data validation are essential steps of a quality 
database set-up.

At each all these stages, it is essential to follow rules that 
may appear constraining but are easy to follow and make 
common scientific sense. The focus should be not only 
on the data and their organization but also on data safety 
and confidentiality. Regarding this important issue, the 
General Data Protection Regulation has been implemented 
and deployed in the European Union to standardize and 
strengthen the protection of personal data. With this 
evolution of European community, it is expected that the 
legal framework will be prompted to evolve in Europe but 
also in a world-wide context.

Table 1 The general principles of data protection regulation (11)

Lawfulness, fairness and transparency: respect for the European and state laws must be applied scrupulously to data processing. Data 
controllers have to ensure that patients know the future of their personal data

Restricted use of data: the data is collected under a single, well-defined objective and should not be used for other purposes. However, 
an exception has been provided by the legislator as part of the scientific research on a possible re-use of data

Data minimization: only relevant data related to the research protocol can be retrieved. The data controller is responsible for compliance 
with this rule

Accuracy: data controllers are responsible for the consistency between the source data and the data collected. In case of discrepancies, 
data controllers must take the necessary measures to correct the data and avoid future inconsistencies

Limited storage: data can only be stored for a limited period. Notables exceptions are related to archiving and research

Confidentiality and probity: the heart of a data management process must be the confidentiality and integrity of the data

Accountability: European law empowers data controllers. They are responsible for the respect of the law and must be able to prove that 
they gave themselves all the necessary means to make it respected by all the persons involved in a research project
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